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An Evaluation of Radio Frequency Fields Produced by Smart
Meters Deployed in the State of Vermont

Summary

During November and December, 2012, a comprehensive series of measurements
was performed for the Vermont Department of Public Service to evaluate
radiofrequency (RF) emissions produced by electric smart meters deployed within the
state. A primary impetus for the study is the current public concern about smart meter
generated RF fields (the signals produced by the meters) and the potential for such
fields to cause adverse biological effects. This study was aimed at assessing compliance
of smart meter signal intensities with regulations established by the Federal
Communications Commission (FCC) that prescribe limits for safe exposure of humans.

As commonly implemented in many parts of the country, the smart meter systems
investigated in Vermont are configured as mesh networks wherein each end point
meter installed on a home can wirelessly communicate with other neighboring meters
as well as data collection points referred to as Gatekeepers by Green Mountain Power
(GMP) and Cell Routers by Burlington Electric Department (BED). Each data collection
point can serve some hundreds of end point meters and send the electric energy
consumption data received from the meters back to the electric utility company via a
wireless wide area network (WWAN) or over a fiber optic network.

The study included extensive measurements of smart meter RF fields in one of the
GMP service territories in the Rutland, VT area and in the BED service territory within
Burlington, VT. In total, measurements were conducted at 37 different locations in the
state which included 18 residential sites, six banks of smart meters (four of which were
on residences), two data collection points (one each in the GMP and BED areas), one
isolated meter and 14 general environmental measurement sites. Field measurements
were accomplished with a spectrum analyzer based selective radiation meter (Narda
model SRM-3006) permitting direct measurement of the intensity of RF fields expressed
as a percentage of the FCC maximum permissible exposure (MPE) values. The
instrumentation also allowed for time analysis of the detected RF fields from which the
duty cycle of the RF emissions could be determined.

The meters deployed by both GMP (manufactured by Elster) and BED
(manufactured by Itron) operate as RF local area networks (RF LANs) in the
configuration of a mesh network and communicate within the FCC designated license
free band of 902-928 MHz. The internal radio transceivers operate at low powers of 182
milliwatts (mW) and 304 mW by GMP and BED respectively.



Summary

Besides the RF LAN that operates in the 900 MHz region, an additional radio is
contained in both the GMP and BED meters that, in the future, can be used to facilitate
home area networks (HANs) at customer homes. A HAN, utilizing radios that operate in
the 2.4 GHz band, will allow, for example, the customer to observe in real time their
residential consumption of electric energy. This feature had not been implemented
within the BED service territory at the time of the field measurements but GMP has a
pilot project of evaluating customer reactions to a HAN in a sample of residences in the
Rutland area. During this study, it was observed that all GMP meters emitted short,
infrequent RF pulses from the HAN radios though some 500 meters were commissioned
to communicate with in home display (IHD) devices. Hence, field measurements
included determining the same characteristics for the HAN radio emissions in Rutland as
was performed for the RF LAN emissions.

RF fields were measured as a function of distance in front of smart meters and
throughout most of the homes to which the meters were attached. The measurement
approach involved detecting the instantaneous peak value of the pulsed RF fields
emitted by smart meters to examine how the RF field decreases with distance from the
meter. Separately, strategic measurements were made to assess the duty cycle of meter
emissions at many locations with a focus on determining the greatest duty cycle that
could be achieved. The duty cycle of a smart meter is a measure of how the average
value of RF field is related to the peak value of RF field. By knowing the duty cycle, the
peak values could be adjusted to arrive at their corresponding time-averaged values.
Field work in Vermont was supplemented with measurements on two test meters
provided by GMP and BED in Colville, WA. Many measurements were performed over
half-hour periods, both in Vermont and in Colville; 30 minutes is the averaging time
specified in the FCC RF exposure regulations.

As a means for forming a perspective on potential smart meter RF exposures,
additional measurements of ambient levels of FM radio and television (TV) broadcast
signals as well as mobile phone base station signals were made in Rutland, Burlington,
Montpelier and Saint Albans, VT. Additionally, as the opportunity presented itself,
limited measurements were also made of RF emissions of microwave ovens, wireless
routers used for distribution of Internet connectivity and a mobile phone. Azimuth and
elevation plane patterns of RF emissions of the smart meters were determined and
measurements were made of low frequency electric and magnetic fields from 0 to 100
kHz with the test meters in Colville.

Measurement data collected during the project support the following conclusions
in regard to potential exposure associated with the smart meters investigated in
Vermont:

®  The instantaneous peak value of RF field, during the pulses, may be as high
as 3.9% of the MPE at the closest distance measured of one foot.
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Summary

Consistent with certification reports filed with the FCC on behalf of smart
meter manufacturers by independent test labs, the instantaneous peak
values of RF fields found in this study, without any consideration of time or
spatial averaging, comply with the MPE.

Smart meters produce intermittent bursts of pulsed RF fields that are small
when compared to the FCC MPE for public exposurel. When the field is
adjusted for duty cycle and spatial averaging, in accord with FCC rules, the
resulting maximum value of potential exposure at one foot directly in front
of the meter represents about 0.068% of the time-averaged/spatial-
averaged exposure limit for GMP meters and 0.032% in the case of BED
meters.

The smart meter emissions decrease sharply with increasing distance from
the meter being equivalent to about 0.0013% of the exposure limit (time
averaged and spatial averaged) at 10 feet from the meter (equivalent to
3,800,000 times less than the actual hazard threshold).

Maximum duty cycles were in the 3—4% range and were comparable to duty
cycles found in earlier studies [1, 2].

Exposure, in terms of instantaneous peak as well as time-averaged RF fields,
caused by deployed smart meters in Vermont is small in comparison to that
related to many other sources of RF fields in the environment. For instance,
local values of long term, time-averaged RF fields (as a fraction of the MPE)
from FM radio broadcasting can, in some areas as found in this study, be as
much as ten to hundreds of times greater than those values found
immediately near smart meters. The common use of normal appliances
within a home or office, such as microwave ovens and wireless routers, can
lead to RF fields that are comparable to or substantially greater than those
produced by smart meters. This applies to the use of mobile phones as well;
both mobile phones and smart meters operate with roughly the same
transmitter peak powers. In this context, however, mobile phones are
normally held against the head during use while smart meters are not.

Low frequency electric and magnetic fields produced by the smart meters
and their internal switch mode power supplies, at one foot from the
meters, were substantially smaller in value than recommended limits [13].

! For convenience in this report, the term pulse is used interchangeably with the term burst.
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Summary

Smart meters make use of pulsed RF signals, a characteristic common to
other devices found in the everyday environment such as wireless routers,
radar systems used for air traffic control and most mobile phones.

Peak RF fields associated with large banks of smart meters are not
materially different from those of a single meter. Average RF field levels can
be greater due to the number of meters. However, there is no general
correlation between overall higher average RF fields associated with large
banks of meters since the greatest duty cycle of any given smart meter
appears to be more related to a specific meter’s position within the wireless
network’s hierarchy, i.e., how close it is, from a communications
perspective, to its data collection point. Hence, a single meter that serves to
relay energy consumption data from many other meters to the data
collection point can exhibit a greater time-averaged RF field than a large
group of meters that are not close, network wise, to a data collection point.

Of 141 interior RF field measurements inside residences, the greatest
measured value was equivalent to 0.0014% of the MPE in term of time-
averaged and spatially-averaged exposure. This maximum value was
associated with a location directly behind the installed smart meter but
inside the home. The average interior residential RF field, time and spatially
averaged, was equivalent to 0.000058% of the MPE.

The FCC MPE values were derived with the inclusion of a safety factor of 50 below
the actual threshold of hazard from prolonged exposure. When the above estimated RF
field exposures for GMP and BED meters at the closest distance of one foot are
considered in this light, this means that the most conservative estimates of potential
exposure range between approximately 75,000 and 156,000 times less than the hazard
threshold respectively.

Using the highest indicated results from the measurements performed in this
study, potential exposure of individuals to the RF fields associated with the currently
deployed smart meters in the GMP and BED service territories is small when compared
to the limits set by the FCC. It is concluded that any potential exposure to the
investigated smart meters will comply with the FCC exposure rules by a wide margin.

Vermont Smart Meter RF Report — page 4



Introduction

Introduction

The work documented in this report is related to an evaluation of the
radiofrequency (RF) emissions associated with the operation of electric smart meters in
Vermont. A proliferation of smart meters across the nation, as a component of the so-
called smart grid initiative in the United States, has raised the question among some in
the public of how the RF emissions of these new technology meters compare with limits
that have been set for safe human exposures. Recent studies have determined that the
low power of the radio transceivers inside the meters results in only low level RF fields
that comply with Federal standards, generally by wide margins [1, 2, 3]. Nonetheless,
this relatively new technology that includes the production of brief but numerous pulses
of RF energy and the sheer number of emitters (one on each home and business)
continues to elicit questions regarding smart meter emissions and has influenced a
more in-depth examination of smart meters in Vermont. This study, commissioned by
the Vermont Department of Public Service, explored the RF emission characteristics
associated with smart meters being deployed by two electric utilities in Vermont, Green
Mountain Power (GMP) and the Burlington Electric Department (BED). These two
utilities employ smart meters that were presumed to be representative of most smart
meters within the state (GMP makes use of meters manufactured by Elster and BED
uses meters by Itron). At the time of the study, GMP had deployed approximately
95,000 smart meters of a future total estimated number of 180,000 meters in its service
territory. BED had deployed approximately 14,000 meters within its relatively small
service territory within the city of Burlington extending some six miles north and south
and three miles east and west. The field work in Vermont occurred during November
and December, 2012.

Electric power meters are designed to measure the amount of electric energy
used by a customer and are calibrated to read in terms of the unit kilowatt-hour (kWh).2
Older style electro-mechanical power meters, with rotating disks, were first widely
introduced by Westinghouse and have been used for over 100 years [3]. Such meters
are referred to as analog meters and have proved to be extremely reliable. Usually,
monthly, a utility meter reader visits the site of the meter to manually record how much
energy has been consumed during the previous month. However, with the introduction
of digital electronics in electric power meters, and RF technology more recently
(approximately 2006), the smart meter communicates energy consumption data
wirelessly to the electric utility company. Wireless smart meters are generally referred
to as a part of advanced metering infrastructure (AMI).

This study examined the strengths of the RF fields emitted by smart meters with
attention to both the instantaneous peak values of field power density and average
values. The work also included measurements of the duration of the brief emissions and

% A kilowatt-hour (kWh) represents an amount of energy used by an electric load of one kilowatt of
electric power over a period of one hour.
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Introduction

the number of emissions that could be observed to occur over sampling intervals so that
the amount of time that the meters actually transmit could be determined?. Effort was
made to identify the maximum amount of transmitter activity that might occur during
smart meter operation.

A primary focus of the measurements was, ultimately, to develop data to allow for
an accurate and precise comparison of smart meter emissions in Vermont with the
regulatory exposure limits promulgated by the Federal Communications Commission
(FCC) [4], as well as to other common RF emission sources.

* This is related to a term called duty cycle, described later in this report.
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Smart Meter Mesh Networks

To better understand the challenge of characterizing RF fields of smart meters, it
is helpful to envision how the meters work and how they are configured in a geographic
area to report energy consumption data. Both of the meter types used by GMP and BED
are deployed as so-called mesh networks. The term “mesh” refers to the geographic
distribution of smart meters throughout a neighborhood area wherein each meter has
the ability to communicate with other neighboring meters and each meter can be called
a node in the network. When the many nodes of the network are viewed on a diagram,
it resembles the rough geometrical shape of a mesh.

Associated with operation of the mesh network is the requirement that the data
that each meter generates, somehow, gets back to the electric utility company. This can
be accomplished via alternative means including land line telephone, fiber optic
network coverage or a wireless link, typically through use of a wireless data plan with a
cellular carrier that serves the area with a Wireless Wide Area Network (WWAN). So,
each end point meter (the meter attached to a home) would ideally be able to
communicate directly to the data collection point from where the data would then be
uplinked via a wireless Internet connection (as used by GMP) back to the utility or
placed on an area fiber optic network (as used by BED). However, this ideal link between
each end point meter and the data collection point is rarely achieved in a single “hop”
except for meters that happen to be located close to the collection point and, rather,
the data from each meter is relayed to the data collection point via the data signals
hopping between various smart meters such that the data eventually arrives at the
collection point. Each end point meter identifies a suitable communications route by
briefly communicating with other meters from time to time, storing this path
information in its memory and, then, when sending its data, using the routing
information it has retained to communicate to the data collection point via some
number of ”hops"4. Mesh networks are complex in that if, for some reason, a
communication path is blocked, the network can identify an alternative routing,
ultimately, to get the data to the collection point. This aspect of mesh networks is
sometimes referred to as the network being “self healing”; i.e., it has the ability to
dynamically adjust to conditions for reliable communication by invoking the use of
different end point meters in the region for communications assistance. Larger
geographic areas are typically broken into different networks where each network may
consist of about 400 to 500 end point meters each. Figure 1 illustrates a simple smart
meter mesh network topology (physical configuration).

The electric utility company receives “load profile” data for each end point meter
from the data collection points several times each day. In the case of GMP, data is

*In this context, a hop refers to a transmission between two end point meters.
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received every six hours or four times per day. For BED, load profile data is obtained
every eight hours or three times per day. The load profile data consists of 15-minute
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Figure 1. Simplified diagram of a smart meter mesh network configuration. Some meters
communicate directly with the data collector while the signal from some meters must hop from
meter to meter to reach the tower-mounted data collector. Data is sent to the electric utility
company, in this example, from the data collector via a WWAN connection to the Internet. The
RF LAN for the two smart meter systems studied operates in the 902-928 MHz license free band.
HANs are illustrated if such capability is implemented in the future.

interval reads from the meter. The interval reads may consist of energy consumption,
voltage levels and other electrical parameters. The total amount of time that smart
meters actually emit RF fields over the period of a day, however, is extremely small with
transmission of signals increasing when each meter receives a request to report past
interval data. However, smart meters are not totally “silent” during other times; meter
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RF activity typically occurs throughout the day with periodic signals used to maintain its
organization within the network and to assist other meters in relaying data upstream
toward the data collection point. Hence, although the meter transmissions consist of
only very brief signals, lasting typically only fractions of a second in duration, it is
common to observe these intermittent emissions all during the day with the amount of
activity varying according to what the meter is doing at the time. At locations where a
bank of meters exists, it is normal to observe more transmitter activity due to the
cumulative number of meters.

Different smart meter manufacturers call the data collection points by different
names but they serve the same basic purpose. In the case of Elster meters, the term
“Gatekeeper” is used while for the Itron meters, the term “Cell Router” is used’. A
difference between the GMP networks and the BED networks is that GMP makes use of
a digital cellular link (WWAN) for transmitting data from all of the meters served by the
Gatekeeper back to the company. In the case of BED, the company takes the data
collected by its Cell Routers and places it on a fiber optic network that exists throughout
the city of Burlington for transmission back to the company (in this case, there are no RF
emissions associated with this delivery of data from the Cell Router to the company). In
each case, either the Gatekeeper or Cell Router queries each end point meter via the RF
LAN 900 MHz radio, receives the data from the end point meters associated with the
particular Gatekeeper or Cell Router, stores these data and then communicates the
aggregate data back to the utility either four or three times throughout the day. At the
time of the study, GMP employed some 267 Gatekeepers (out of a future potential
number of some 500) while BED made use of 27 Cell Routers as data collection points.
Both GMP and BED used elevated locations for the Gatekeeper or Cell Router, typically
on telephone or power poles within the region served by the device.

Both the Elster and Itron meters use low power radio transceivers inside the
meters for the meter-to-meter communications within the mesh networks, referred to
as an RF LAN (RF local area network), that operate in a license free band designated by
the FCC in the 902 MHz to 928 MHz frequency range (the terminology of the 900 MHz
band and 900 MHz radios will be used commonly throughout this report in the interest
of brevity). Each Gatekeeper or Cell Router also contains a similar 900 MHz radio
transceiver for the communication between it and various end point meters. In the case
of the Gatekeeper, a WWAN transceiver (very similar to an AirCard that might be used
with a laptop computer for connection to a high speed digital network)® is the device
responsible for connection to the WWAN. This WWAN transceiver module (also
commonly called a modem) is similar to a cell phone and operates with approximately

> Itron uses the name Cell Router since the device has the ability to transmit via a WWAN but in the case
of the Cell Routers used by BED, the transmission is via a fiber optic link installed by the city.

® Note that a WWAN is different from common WiFi which allows wireless connectivity between
computers and so-called hot spots and wireless routers typically used within homes for distribution of the
Internet.
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the same power as a cell phone. Depending on the particular wireless carrier that
provides the WWAN service to the utility company, the operating frequency of the
WWAN transceiver may be in several different bands but typically either the 800-900
MHz or 1.9 GHz bands.

A common and additional feature of smart meters is the provision of the means
for implementing a Home Area Network (HAN). A HAN provides for a separate wireless
connection between the meter and devices inside the home such as an “in home
display” (IHD) for displaying electric energy consumption from moment to moment. This
communication feature is accomplished with a lower power radio transceiver that
normally operates in the license free band of 2.4 to 2. 5 GHz (referred to as the 2.4 GHz
band in this report). The HAN radio, as it is referred to, makes use of a low data rate
digital communications protocol with the name ZigBee and often, this radio is simply
called a ZigBee radio. Not all smart meters are equipped with a HAN radio but it is a
rather common practice to do so. Both the Elster and Itron meters deployed by GMP
and BED, respectively, contain HAN radios. However, at the time of this study, neither
GMP nor BED had implemented the HAN radios for day-to-day use by customers. Only in
the case of some homes in the Rutland area, in the GMP service territory, have the HAN
radios been “commissioned” to communicate with an IHD on an experimental basis to
test the ability of the HAN to operate properly. Richard Tell Associates discovered during
the course of the study that, contrary to what GMP had originally told the Department
of Public Service, all the HAN radios within the GMP smart meters were observed to
emit short, infrequent RF pulses7. The BED had not activated the use of the HAN radio at
any end point meter.

’ After learning that HAN or Zigbee radios in GMP and Stowe Electric Department smart meters are
actively emitting RF pulses, the DPS sent a letter to the utilities on December 11, 2012, and GMP and
Stowe responded on January 2, 2013 to say that meter manufacturer Elster is working on a firmware
update to be released by the end of June 2013 that would shut off the HAN radio emissions until such
time that the devices are ready to be commissioned to pair with IHDs.
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Basic Meter Specifications

This study examined RF fields associated with two different meter types
manufactured by Elster and Itron (Figure 2). Both meters are of the 200 ampere class
rated for residential service and contain both 900 MHz and 2.4 GHz radios.
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Figure 2. The Elster (left) and Itron smart meters deployed within the state of Vermont by Green
Mountain Power (GMP) and the Burlington Electric Department (BED).

Prior to sale of these meters, the manufacturers must submit the meters to a
series of laboratory tests to insure that they meet technical requirements of the Fcc®
such as compliance with transmitter output power, harmonic production, etc. such that
they may be used within the FCC’s license free bands. Once entered into the FCC’s
database of equipment authorizations, an FCC identification number is assigned to each
device for which testing has been accomplished.” The relevant reports provided to the
FCC for the Elster and Itron meters to support the finding of compliance with FCC rules
on human RF exposure are reproduced in Appendices A and B respectively. Table 1
summarizes the relevant technical specifications of each meter in terms relevant to
assessing RF fields.

® This process is designated as a part of the FCC’s equipment authorization process.
® The FCC equipment database is found at: http://transition.fcc.gov/oet/ea/fccid/
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Basic Meter Specifications

Table 1. RF specifications of the Elster and Itron smart meters being used in Vermont
that are relevant to consideration of RF fields that may be produced by them.

Elster ‘ Itron
FCC ID Numbers
Specification QZC-RX2EA4/G8JZGB1 SK9AMI6
Band of operation RF LAN HAN RF LAN HAN

(900 MHz) (2.4 GHz) (900 MHz) (2.4 GHz)

Transmitter power output- 22.6 dBm 18.7 dBm 24.8 dBm 18.9 dBm

dBm (mW) (182) (74.8) (304) (78.3)
Antenna gain (dBi) 5.64 0 2.2 3.8
Maximum EIRP- dBm (mW) 28.2 (667) 18.7 (74.8) 27.0 (505) 22.7 (188)
Frequency range (MHz) 902-928 2400-2500 902-928 2400-2500

The 900 MHz RF LAN transceivers in the smart meters use a frequency hopping
spread spectrum digital modulation scheme wherein the emitted RF signal hops
randomly over a series of frequencies across the band. In the Elster meter, the
transceiver hops over 25 different, specific frequency channels within the 902-915 MHz
part of the band while the Itron meter uses 52 hopping frequency channels distributed
across the entire 902-928 MHz band.

The HAN radios employ direct sequence spread spectrum modulation on 16
possible channels across the 2.4 to 2.5 GHz (2,400 MHz to 2,500 MHz) band. It is
relevant to note that the 2.4 GHz band is also widely used for other applications
including, most notably, operation of microwave ovens, cordless telephones and
wireless routers used for distribution of Internet content.

The data collection points, represented by Gatekeepers (GMP) and Cell Routers
(BED), are composed of 900 MHz radios that are essentially the same as those found in
end point meters for connectivity with the RF LAN and with the end point meters that
they serve. For the WWAN connection, for sending data back via the Internet to the
electric utility, a cellular modem designed to operate on one of the WWAN frequencies
is employed that has nominally the same power characteristics of a mobile (cell) phone.
Also, since the Gatekeepers and Cell Routers used by GMP and BED are mounted high
above ground, common public access to the immediate region of the units is eliminated.

The in home display (IHD) used during measurements for evaluating the HAN
radio characteristics was the Tendril model IHD-5 that carries the FCC ID of TFB-APEXLT.
This unit has a manufacturer’s specified output power of 20 dBm (100 mW) but during
laboratory testing for its certification was found to produce only 18.56 dBm (72 mW).
The IHD contains an internal “inverted F” type of antenna on the unit’s printed circuit
card.
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Assessing Potential Exposure to Smart Meter RF Fields

Smart meters present a considerable challenge to the assessment of potential
exposure that can occur in their vicinity. Issues include the fact that the transceivers in
the meters are low power, less than one watt, the RF fields are not uniform around the
meter due to directional properties of the internal antenna and the effects of the meter
box in which the meter is installed and the typical emissions of smart meters consist of
very brief bursts of pulses of RF energy lasting normally less than one-tenth of a second
or far less. Additionally, the amount of transmitting activity of a smart meter typically
varies throughout the day and depends not only on its normal transmission of data at
prescribed times during the day but, also, on whether it is assisting other meters in
relaying data to other meters. Further, current human exposure limits are specified in
terms of time-averaged levels of RF fields and in terms of spatial averages over the body
dimensions [5]. Finally, for frequency hopping systems, such as those employed by the
meters deployed by both GMP and BED, the frequency of the emission can rapidly
change. Characterizing the RF emissions is, therefore, not always straightforward.

Several factors determine the magnitude of RF fields that can be produced by any
source at a given point. These include the effective isotropic radiated power (EIRP) in
the relevant direction, the mounting location of the source relative to where an
individual may be and the duty cycle of the source (i.e., a measure related to the
amount of time that the transmitter actually transmits a signal). For evaluating
compliance with RF exposure standards, the time-averaged value of plane wave
equivalent power density is usually the most fundamental aspect of specifying exposure.
Existing RF exposure standards specify averaging times of either six minutes, normally
applied to assessing occupational exposures, or 30 minutes, usually applied to exposure
assessment for members of the general public.

The antennas contained within smart meters are not omnidirectional, although
the pattern of emitted field is commonly very broad and can approximate the pattern of
an omnidirectional source; there is, however, usually a preferred direction in which the
strongest RF field is transmitted, normally away from the front of the meter with
directions of reduced RF fields usually to the sides and almost always toward the rear of
the meter. When a wireless smart meter is installed in a meter socket (typically in the
electric service panel on a home), the metal electrical box that contains the meter
socket interacts with the RF fields to distort what the antenna pattern would be in the
absence of the meter box. The meter box can also provide significant shielding in
directions to the rear of the meter, generally in directions toward the home on which
the meter is installed, such that interior RF field strengths (or power densities) inside the
home will be significantly less than at equivalent distances but in front of the meter.

The signal pattern of the smart meter antenna determines the intensity of the
transmitted RF field in both the azimuth (horizontal) plane and elevation (vertical)

Vermont Smart Meter RF Report — page 13



Assessing Potential Exposure to Smart Meter RF Fields

plane. The significance of this is that the RF fields found near smart meters can be
relatively non-uniform due to the metal components of the meter itself and the metal
box within which it is mounted. This results in exposure of the body that can be highly
non-uniform. Since exposure limits are based on spatial averages over the body as well
as time averages over time, compliance assessments normally include a measure of the
spatial variation of field along the vertical axis of a person standing near the meter. This
means that the body-averaged value of exposure will be less than the spatial peak value
that might occur directly in front of the meter where the field is most intense.
Nonetheless, for purposes of this study, measurements of RF fields at the height of the
meter were obtained for exterior locations near the meter. Limited data were also
obtained to document the variation in field over a distance from ground level to six feet
(1.83 m) above ground so that spatial average values of field could be estimated from
the measured spatial peak values of fields.

Because the transmitted fields from smart meters can exhibit a dependency on
direction away from the meter, mounting locations will strongly influence the exposure
values for a person near the meter. If the meter is mounted relatively high above
ground, most of the body may be exposed to only very weak RF fields. If the meter is
mounted lower, more of the body may be subjected to stronger emissions since the
body may intercept most of the transmitted fields within the elevation plane. The issue
of how much more localized exposure of the body is when compared with the average
over the entire body dimension depends strongly on the distance between the meter
and a person; the greater the distance from the meter, the more uniform the field
across the body will be but, at the same time, the weaker the field will also be, simply
because of the typical rapid decrease in RF field with distance.

The RF exposure limits adopted by the FCC are based on averages over time [5].
For the smart meters used by GMP and BED, this is determined by the duty cycle of
emissions and, as discussed above, exposure will depend on occupancy of areas near
the meter. Closer distances can result in greater exposure while farther distances result
in lower exposure. The issue of averaging of RF field power density, based on the duty
cycle of emissions, with specific reference to smart meter emissions has been addressed
by the FCC [6]. The FCC states that the “source based” time-averaged value of power
density is the relevant factor with respect to compliance with their exposure rules. In
summary, estimates of potential exposure to the GMP and BED smart meters were
accomplished by determining both the instantaneous peak and average values of RF
field power density near the smart meters directly in front of the meters as well as
inside homes equipped with smart meters.

In total, smart meter measurements were performed at 23 sites in the GMP
Rutland (13 sites) and BED (10 sites) service territories. These sites included
measurements at 18 residences (12 detached homes and six apartments) as well as six
meter banks (four meter banks were on apartment buildings included as residences),
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two data collection points (one GMP Gatekeeper and one BED Cell Router) and a single,
isolated smart meter mounted on a pole in Rutland. Measurement locations for the

Rutland and Burlington areas are illustrated on maps shown in Figures 3 and 4
respectively.

Because present day RF exposure limits are based on time-averaged values of RF
power densities, considerable effort was applied to collecting data on smart meter duty

cycles at many of the measurement locations (see section below on technical approach
used in this project).
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Figure 3. Smart r:neter measurement Idcations (13 total) in the Rutland, VT GMP service
territory. Sites 9 and 10 and 12 and 13 are close together.
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Figure 4. Smart meter measurement locations (10 total) in Burlington, VT in the BED service
territory.
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RF Exposure Limits

Recommended safe exposure limits in the United States have existed since the
1960’s. Over the years, these limits have evolved to account for more recent research
findings relative to biological effects of RF fields. Internationally, the three most
prominent exposure limits include those of the FCC [4] and the Institute of Electrical and
Electronic Engineers (IEEE) [7] in the U.S. and the guidelines of the International
Commission on Non-ionizing Radiation Protection (ICNIRP) in Europe [8].

In the United States, the controlling limits for human exposure are those adopted
by the FCC™. FCC maximum permissible exposures (MPEs) apply to FCC licensees but
also apply to the use of RF emitting equipment used in the license-free bands. Because
of this, smart meters are evaluated prior to sale to utility companies for compliance with
the FCC’s RF exposure limits and such evaluations are documented in equipment
certification reports provided by the manufacturer to the FCC (see above discussion of
where these reports can be found). Table 2 summarizes the MPEs from the FCC that are
applicable to the emission frequencies associated with the smart meters evaluated as
part of this project”.

Table 2. FCC MPEs applicable to the RF fields produced by smart meters operated by
GMP and BED in the state of Vermont. MPE values are in terms of power densities
averaged over 6 minutes for occupational exposure and 30 minutes for exposure of
the general public. The limits given are in terms of spatially-averaged values of power
density averaged over the dimensions of the body and averages over 6 minutes or 30
minutes as the case may be.

Frequency 902-928 MHz 2.4-2.5 GHz
General public | Occupational General public | Occupational
MPE (mW/cm?) 0.601-0.619 3.00-3.10 1.0 5.0

It is relevant to note that compliance with the FCC MPEs for general public
exposures allows for time averaging so long as the modulation of the field is source
based, i.e., inherently a consequence of the way the source operates. Examples include
the pulsed RF fields produced by radars, the typically intermittent operation of two-way
mobile and portable radios and, in this case, the normal intermittency of smart meter
emissions [6]. For situations in which the continuous RF field exceeds the MPE, however,
the FCC has taken the position that time averaging is not permissible for showing
compliance with the exposure rules in the case of public exposure. This is based on the

1% The FCC MPEs are somewhat greater in value than the ICNIRP guidelines in the 900 MHz band. For
example, at 915 MHz, the ICNIRP reference level is 0.457 mW/cm2 vs. 0.610 mW/cm2 used by the FCC.

" The MPE is a value of exposure in terms of a time-averaged value that is 50 times less than the
threshold for potentially adverse biological effects (i.e., the MPE contains a safety factor of 50) for general
public exposure and 10 times less for occupational exposure (i.e., the MPE contains a safety factor of 10).
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conservative assumption that compliance would only be achievable if an individual
physically moved about to result in a variable exposure level that could, upon averaging,
be reduced below the MPE. Thus for smart meter emissions, a comprehensive
determination of compliance with the FCC exposure rules includes assessing the average
RF field across the dimensions of the body (spatial average) and the average over time
(time average). In practice, and as found in virtually all of the certification reports filed
with the FCC for smart meter emissions by manufacturers, a simplifying assumption is
made that if the maximum, instantaneous fieldlz, without inclusion of time or spatial
averaging, is compliant with the MPE, then no further evaluation is necessary. In this
investigation, however, the issues of how duty cycle and spatial averaging can affect
exposure assessment were addressed so that a more accurate assessment of
compliance with the exposure rules could be performed; for both the time averaging
and spatial averaging factors, potential exposures will be found that are less than
maximum, instantaneous field values. The MPEs are based on the assumption of
uniform exposure over the whole body; the non-uniform fields, common to real-world
exposure, are normally spatially averaged to obtain the best estimate of an equivalent,
uniform exposure. For convenience in interpreting the reported values of measured RF
fields, measured RF fields are expressed in terms of a percentage of the public MPE; i.e.,
a value of 100% represents the exposure limit. The rationale for this approach is that the
MPE varies with frequency and reporting of RF fields simply in terms of power density
requires adjustment of the power density values to determine how the value compares
to the actual limit for evaluating compliance. Note that the MPE varies across the 900
MHz license free band (by approximately 3%) and is also different for the 2.4 GHz
license free band (approximately 66% different from the MPE for the 900 MHz band).

The MPEs listed in Table 2 are based on limiting the underlying basic restriction on
RF energy absorption within the body, as averaged over the whole body, and on local
tissue absorption. The energy absorption rate is referred to as the specific absorption
rate (SAR) which is expressed in the unit watts per kilogram (W/kg) of tissue. The FCC
MPEs, for general public exposures, are based on a whole-body averaged SAR limit of
0.08 W/kg with a local, peak SAR of 1.6 W/kg averaged over any one gram of tissue
(defined as a tissue volume in the shape of a cube) except for the extremities (hands,
wrists, feet and ankles) in which a local SAR of 4 W/kg averaged over any 10 grams of
tissue is permitted. For occupational exposures, the FCC MPEs correspond to a whole
body averaged (WBA) SAR of 0.4 W/kg with a local, peak SAR of 8 W/kg averaged over
any one gram of tissue except for the extremities in which the SAR limit is 20 W/kg
averaged over any 10 grams of tissue.

RF exposure limits are derived from a presumption that the resultant RF field,
taking all possible polarization components of the field into account, complies with the

2 The term instantaneous refers to the absolute peak magnitude of the RF field in the time domain,
similar to the peak power of a radar pulse.
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limit. The MPE values vary with frequency because of the frequency dependent
variation of RF energy absorption of the body. The limits presume the possibility of the
resultant magnitude of the RF field being oriented in such a way as to result in the
greatest energy absorption possible within the body. Thus, the limits are, generally,
conservative since such alignment of the polarization of the incident RF field with the
body orientation during real world exposure is often not the case. Hence, for
compliance assessments, relative to exposure limits, RF fields are to be measured such
that the overall resultant magnitude of the field is obtained, regardless of the different
polarization components that may exist. The RF field measurements accomplished in
this project included the measurement of three mutually orthogonal polarization
components and the formation of the resultant magnitude of the incident RF field.
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Technical Approach Used in this Project
RF Instrumentation Used in the Measurements

The principal measurement effort in this study was directed toward determining
two things about the RF fields emitted by the GMP and BED smart meters: (a) the
instantaneous peak magnitude of RF fields emitted by the meters and the (b) duty cycle
of the various emissions. The very intermittent nature of the smart meter emissions as
well as the fact that the emissions can occur over a range of frequencies requires an
instrument that has both frequency resolution and brief signal capture ability.
Broadband probes, commonly used for RF field exposure assessment, for smart meter
measurements, suffer from two perspectives. They do not discriminate the frequency of
the field that is causing a response of the instrument and they typically have response
times that are entirely too long to be able to accurately measure the RF field during the
very brief pulses of RF energy produced by smart meters. For example, a common
response time of most broadband RF field probes is approximately one second. This
means that the instrument requires that the signal